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RESOLUTION 

 

Future of e-Governance, e-elections, cybersecurity in Europe 
 

Adopted at the YEPP Council Meeting in Vienna, 13.04.2019  
 

Recognising that: 

• We live in a time of globalisation and digital era. Modern Europe and its people are 
moving towards a digital society, which will bring new opportunities, as well as create 
new threats, especially for the unprepared. 
 

• Countries can significantly increase the well-being of their people by introducing e-
governance, e-elections and other e-services which will provide more control and 
security by ensuring data and system integrity. Officials save work time by cutting 
bureaucracy and document handling. 
 

• Cyber Security is more important than ever before. The increased danger from cyber-
attacks, threatens the integrity of governments, personal freedom and democracy in 
all European countries. 
 

Acknowledging that: 

• European countries are facing a variety of migration-related challenges One of these 
challenges is the isolation of citizens, who live outside their home country, from various 
government services.  For example: currently up to 15% of Estonian citizens, 30% of 
Latvian citizens, 17% of Lithuanian citizens, 17%-44% of Western Balkan citizens live 
outside their home country. 
 

• Estonia1 was the first country in history to create an e-Government in 1997 and 
implement an internet voting system for a nationwide election in 2005. The Estonian 
open-source voting solution is simple and secure, and continues to operate 
successfully. The solution greatly reduces direct human control and influence, 
increasing the security and efficiency of the system. The current record of 44% of 
voters voted electronically in 2019 Parliamentary Elections, saved 11 000 working days 
per election. Currently, 99% of Estonian public services are available online 24/7, 
saving a total of more than 1407 years of working hours annually as well as decreasing 
bureaucratic barriers for business and entrepreneurship. for business and 
entrepreneurship.  

 
• Electronic voting system can cut costs up to 90% comparing with conventional paper 

voting. It is the cheapest solution available worldwide, and the most effective voting 
solution for citizens outside their home country. 

 
• E-services and e-voting systems have been introduced in other countries as well, such 

as the USA. 
 

                                                           
1 E-Governance and e-services in Estonia: https://e-estonia.com/  
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• The US Uniformed and Overseas Citizens Absentee Voting Act (UOCAVA) provides a 
legal basis for the introduction of the blockchain e-voting system. This act pertains to 
the members of the United States Uniformed Services and merchant marines, their 
family members, and the United States citizens residing outside the country.  

 
• E-voting can engage more people to take part in the elections. Making it possible for 

absent citizens from their home country to be politicly active, moreover making it 
much simpler for disabled people and our older generation. All the more so any e-
service provided by government to its citizens would be beneficial for both and more 
attractable for the youth. 

 

YEPP calls on: 

• European countries to improve national cyber security levels2, to be able to detect and 
prevent threats, defend integrity of any electronically stored data and provided 
services. Practice cooperation with both public and private institutions to perfect the 
services.  
 

• European countries to educate citizens about information technology and provide free 
internet access in designated public spaces, such as town halls and public libraries 
highlighting internet connectivity and computer access, as a basic necessity in a 
modern society.  
 

• EPP parties to advocate the adaptation of all the necessary legal acts, providing a legal 
basis for the implementation of the e-services necessary to securely conduct all 
administrative and technical operations. This includes staff engagement, technical 
expertise and all necessary equipment.  
 

• European countries to implement future technologies for e-solutions for public 
services, such as healthcare, taxation, entrepreneurship and any other relations 
between government and citizens. States should also explore the possibilities offered 
by implementation of e-voting systems.  

 

 

                                                           
2 National cyber security index: https://ncsi.ega.ee/  
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